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1. Overall Description:
SA3 would like to thank SA2 for their LS on “PC5 Secure Communication.”

SA3 would like to inform SA2 that SA3 assumes that if the security communication is achieved between eRemote UE and eNB with PDCP, the integrity protection between eRemote UE and eRelay UE over PC5-U shall be supported and used, however confidentiality protection over PC5-U shall be supported and may be used. The message over PC5-S will re-use the mechanisms in subclause 6.5.2 of TS 33.303.  

SA3 thinks that the protection between eRemote UE and eNB is mush similar with the policy in LTE, in which confidentiality protection is an operator option. So the ciphering of user data over PC5-U shall be supported and may be used. Whether to use encryption depends on operator, e.g. if the user data encryption is used between eRemote UE and eNB, the PC5-U doesn’t need encryption as there is no benefit.
  
To avoid the attack to eRelay UE, SA3 considers integrity protection is necessary. As some malicious eRemote UE would impersonate to rogue or replay traffic to eRelay UE, which would consume resource of eRelay UE and prevent it from providing service for legal eRemote UE.  

Therefore, SA3 suggests to mandatory support and use of integrity protection, mandatory support but optionally use of confidentiality protection over PC5-U communication.

2. Actions:
To SA2 group.
ACTION: 	Please consider the SA3 suggestion for PC5 Secure Communication.

3. Date of Next TSG-SA WG3 Meeting:
TSG-SA WG3 #89		2017.11-27 – 2017.12.01	US

